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By eAc:{G_Rou’No

Phys1ca1 secur1ty 1s certa1n1y not a term that .s new to any of us
5jn government : It has, however wmth the 1ntegrat1on of the computer
1nto our 1n ormatwon systems taken on a more comp11cated and 1ess’ﬁ'

c1ear1y def1nab1e mean1ng2f‘In fact onTy 1n tne Tast few years have

:commercnai users and 1ndustry,W1th a few except1ons, begun to g1ve g.
{'physwcaT securwty any reaT attent1on as they begwn to move away fromv'
v:d1sp1ay1ng tne,r computer systems ash"showplaces Phys.cal securw,y
‘1can no 1onger be mere1y construed 1n terms of putt1ng an approved lOC&:?F\

j3_on a door and ensur1ng that the wa11s run sTab to sTab Sound pnyswcal

fﬂcontrol features or structures must be augmented w1tn new and more pract1-3”;ﬁl”*-w

caT 1nnovat1ons Glass wa115 or par .twons may not afford tne pro ectwon R

ot a concrete wal] but such a concrete wa11 proh b ts vmswb111cy o: ne

area from tne outsade and makes TL poss1b1e for an 1ntruder to do consvder-‘

able damage before be1nq detected_T'The 1uxury of bu11d,ng 1moeretrab1e

. ‘1
1 l \

Tf;ortresses .s not avawTab]e sance cost tactors of the new systens force usb,

3

:?to ensure that each organwzat1on ut111zes the fu?T potent1a1 of +he sys em.

l i

‘Because o ‘ he new conswderat1ons a110w1ng ‘or unvaryang numwds y ran ges
and 1mmed7ace response 1n the event of fmre ohys1ca1 securmty canno JuSr'j'i N

)

the

?jprotectitne 1nsta11at1on,?1t also must now par+1c1pate

Aﬂ mam«,a;n.n

KRR

VTt 1s d1ff1cu1t to maae sound determwnau1ons o the need for securaty,_
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jcombartmented,‘on‘otheFWise_priVﬁJeged‘datalin an information systeme;j;‘w:r;_n

iagalnst access by persons n0b c]eared for and/ow nob autnorwzed access  "

;sto thac data ho 1nf0rmab1on system can be absoTute‘y secure however, :

_ every reasonab?e effort must be baken co ensure tnac the probab 11ty

;of comprom1se 1s severe]y m1n1m1zed'""Consequently, tne physwcaW sccuricy

Fed

fstandards app]ved to every "11nk” or access po1nb to che system tSéTlg';)ﬁl:

{1jmu5c be commensurate w1th che h1ghest 1eve7 of h nformat1on 1n che sysfem

”’W1th the "exoanswon ‘of tne computer center to remote cermwna’s, w have,
+ nn facb, swgn1f1cant1y 1ncreased the pOLentwaT chreat co subver he syscem.v,;f;
1Tne remote term1na1 cannot be a?Towed to become che "weak 71nk” 1n che secur1cy :

fcha1n Sucn 1mmed1ate factors as emanat1ons, 1ntrusvon and pnys1ca1 access ,qu

fcontrol measures must be cons1dered .n che overa1 plann1nq o the bnys»caliibﬁi*
.;fprocect1on of eacn remote berm1nan.; Wh11e at bnc same «1m vCOﬂSClOUS of }_fi[é:
}eleccronwc eavesdropping and that by observnng the tnrmmna1 1n ooeration j:i':'
:?on by coilecb1ng the discarded prwntOch or’ pran g'nibbons, a pewson f?
,Lf;couad poss1b1y ga1n bhe necessany passwords co a11ow nxm bnausnor17ed accessagf,x
:ib bne 111es and programs o. aTT or parc of the 1nforma+1on Syprm.: Hntn-:@ml
?out app1y1ng the same str1ngent pnys1ca1 scandarcs ac cacn cerm,naT bh L
'anGWaL7Ve1y e?aborace measures taken to protect 1e ert1re 1nformac:o sys57fb~'{.

Vﬁ&em 1cse1‘ becomes sharp1y devaWuedj'
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In *he loregolng sect1on th1s paper a71uded to 2 humoer of prob1ems

!

‘:concern1ng remote term1ha1s ‘”Some of the more s1gn1|1cant arees of

:

;concern fac1ng ah'organ1zat1on.about to 1mp1ement sucn a system are-”

vThe'actua1 phys1ca1 Tocatwoh of the bu11d1hg, that is o say,,a
:1s the Tocat1on 1h an 1so1ated area, pub ic area7i”

'r . n',-

The per1phera1 secur1cy measures tnat encompass uhnS bu.ld;hg,v;f

i

i

!,such as fehces, hedges etc.; Inc1uded 1n th1s secc1on are

exterwor qurd patroT

yos

Access control measures 1mp1emented 1h an acehcy or buv]dwng, .5,[4-.

"tn1s 1hc1udes 1nterna1 guards, wno mus» have a c1ear]y de;1hed

'::Spec1 1c »ocac10h of the remote termnhaT area;'1hc1uoed 1w th15 L]}

ﬁ'cacegory are agawn access controWs, STPC€ nw ype»of area w1.1 beffg

',sdeswghed a secure or rescr1cLed area because o,it he d recc 1 h ';;{‘

;Znnto the compucer cehcer (daca base)
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In ch4S concept of remote term1nals physacaT secur1ty neasures are che |

"4L1n1t1a1 barr*er lor tne protect1on of sucn dev1ces These measures are B

V.ncerwoven 1nto tne ovena]7 hardware and software securwty procedures

af Tne 1011OW1ng are suggested ap011cat1ons wnvcn are generaT?y accepted

tkrocghouc the 1nte111gence/secur1cy communxty

;},.3Adeouate guard xorce w1cn a conc1se pass system for emp1oyeesfﬂ]g,"':

. ide ncf‘wcacxon and cne 1nsta11ac1on 1tse1f must faord 31g-fg;'”"%’

'rf{n111canc decerrent +o tne entry of unauchor1zed persons

et T gy e ey

S ».‘; . o

L 2.f[DeT1ne securnty or restrwcted area, conduct 11avson and COOP-if;ﬁiﬂkni}ﬂ

”';Qiidnnat1on w1th 1nvo]ved of 1ces to arrnve at an approved plan f"

: S.kaeparate 1dent171cat1on IOT users of the remote cerm1na1 and 2

‘ i i .

“‘anéstrwct enf orcement of the‘“need to know“ doctr1ne

fi;f;{'*fh;4;;fEx1m1nace all unnecessary traff1c througnout remote termnna]
"‘3”area and prominent sxgns tnat 1dent1fy che 1ocat1on of tne

"d;jcerm1na1 1nv1c1ng unnecessary attenc1on

"§§f Restr1Cc access to the remote terrwna1 to autnor1zed operac1ng

‘7fpersonne1 and superv1sory personnel Thas number shoqu be kepc .

L r

'"“fco an abso1uce m1n1uum and che1r dutwnsiand respons1b 11c1es musc:

'uti be c’earTy def1ned f'”

e 6l [ImoTement remote cermwnal access 1ogs w1tn employees 1nc.ucwng i

;'requ1rement that »héy Tog 1n and ouc.g'“

“3fVisﬁtors“Shou1d be gﬁven'app%opniatef1dentifiCation'badges‘and escort. .
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.fawiure uo uest secur1ty measures can eas11y resu]» 1n a relwance on a Pt

J‘;number of th1ngs wh1ch are 1neffect1ve Reasonabe frequenu tests of

3secur1ey measures 1nd1caue a cont1nu.ng awareness and concern for securwey
“énd,fdrf hat reason are 1n tnemseTves a secur1ty measure 1n tnae tley

'"’uhe sens1t1v1ty ol empWoyees eoward securwty as a con+1nu1ng oro-¢14

C1ear1y conce1ved and normally effecb1ve secur1ty measures become cnwue
e"innelvecenve when peopTe fwnd tney can c.rcumvent tnem w1 out 1.Purr1ng ;;;n'

pun1t1ve act1on
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